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1. History
• Discussions at CPM meetings
• EPPO Panel 2005
• IPPC workshop 2006 in the 

Netherlands
• IPPC/NAPPO workshop 2009 Canada
• Revised ISPM12
• IPPC workshop June 2011, Korea 



2. What is electronic certification?

• Based on discussions in Canada in 2009 
• Based on discussions in Seoul in June 

2011
• Already partly described in revised 

ISPM 12 
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Electronic phytosanitary certification is 
the secure and authentic
transmission of phytosanitary 
certification data, including the 
certifying statement, from the NPPO 
of the exporting country to the NPPO
of the importing country by electronic 
means.



3. What is NOT electronic certification

• Text processing or other electronic 
generation of paper forms

• Transfer of electronic version of a paper 
certificate (e.g. pdf)

• National electronic system to facilitate 
certification

• National system to facilitate import 
process
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4. ISPM 12 revised version 2011
• Phytosanitary certificates can be in paper form 

or, where it is accepted by the NPPO of the 
importing country, in electronic form

• NPPOs may use electronic phytosanitary 
certificates, using standardized language, 
structure of the message and exchange protocols

• APPENDIX 1: Electronic certification, information 
on standard XML schemas and exchange 
mechanisms [Under development]

• Mechanism preferrably based on technical input 
from UN/CEFACT 



IPPC workshop 
Seoul June 2011

• 50 participants 
• from 23 countries 
• Covering the whole world
• From Europe: NO, UK, BE, NL
• IPPC and NAPPO secretariat present
• Good mix of NPPO en IT experts
• Constructive and fruitful discussions
• Steps forward 
• Right time for harmonisation



5. What is needed for global 
electronic certification?
a. Language
b. Harmonisation of message format
c. Harmonisation of message contents 

(codes)
d. Transfer mechanism 
e. Security and authenticity



a. Language: XML

• eXtensible Markup Language
• Designed for data transfer over 

internet
• Already in ISPM12



XML example

<contacts>      
<contact><name first name="Peter" family name="Jansen" />          

<address>              
<street>Dorpsstraat</street>
<number>2</number> 
<addition>C</addition>   
<postal code>1043AB</postal code>
<city>Amsterdam</city>  

</address> 
<telephone>020-1234567</telephone>      
</contact>      
<contact>< name first name ="Klaas“ family name ="Bruin" />          

< address >              
<street>Polderplein</street>
< number >98</ number >
<postal code>2132BA</postal code>  
<city>Hoofddorp</city>

</ address >          
<email>klaas@hotmail.com</email>  
</contact>  
</contacts> 



b. Message format
XML Schema

• The structure of the XML message
• What elements are in the schema
• What is the name of the elements
• What is meant by each element
• How do we describe the element
• Coverage of all ISPM12 elements



<Name>Phytosanitary 
certificate<Name>

<ID>EC/NL/04026805<ID>
<IssueDateTime>2011-07-

20<IssueDate Time>
<IssuerSPSparty>
<Name>Plant Protection Organization 
of the Netherlands<Name>
<RecipientSPSparty>
<Name>APHIS<Name>
<Description>Cut 

flowers<Description>
<ScientificName>Rosa 

spp.<ScientificName>



UN/CEFACT 
Schema

• For SPS issues
• UN/CEFACT standaard schema
• UN/CEFACT: Centre Trade facilitation 
and e-business

• This Schema will be used for 
phytosanitary field (ISPM12 proof)

• Agreement needed on exact use of 
fields



c. Harmonisation
contents: CODES

• Why codes?
Avoids mismatches by typing errors
Unambiguous spelling of names etc.
Language independent
Makes digital checks possible
Full use of electronic system possible 
More efficient



c. CODES

• Country codes
• Botanical names plants
• Scientific names pests
• Commodity Classes
• Treatments
• Additional declarations?



d. Exchange        
mechanism

• Security
No changes to the certificate after issuance

• Authenticity
Is the received certificate from the NPPO?

• “Push” or “pull” 
Send the certificate or collect it?

• Acknowledgement of receipt
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e. SECURITY

Paper Certificate

- Value paper

- Water mark

- Stamp

- Signature



e. SECURITY



Current status

• Result from Korea meeting: Working 
groups 

• WG1 XML schema
• WG2 Code lists
• WG3 Security and authenticity
• Come up with proposals by end of 2011
• Proposals through IPPC approval process
• Immediately use in pilots
• Push or Pull up to countries, no need to 
harmonize



QUESTIONS?

26 Plant Protection Service, Min EL&I, Electronic certification


